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Dear Friend of BBB,

I can’t tell you how many times I've heard people say, “I'm on the Do Not Call List, but I'm
inundated by robocalls.” It's true - and it’s frustrating. The Do Not Call List doesn’t stop
schemers or scammers, so to help you limit your exposure to fraud and identity theft, we
put together some best practices to keep you safe.

BBB Advice to Avoid Identity Theft & Scams One Call at a Time...

Many robocalls also use “caller ID spoofing” to deliberately falsify what appears on your
caller ID in order to disguise their identity. The Truth in Caller ID Act prohibits spoofing used
in an intent to harm, defraud, or wrongfully obtain anything of value. In fact, a few years
ago, the Federal Trade Commission issued an $82 million fine against a business owner who
marketed health insurance via more than 21 million spoofed robocalls.

Combat robocalls and spoofing scams:

e Don't answer calls from unknown numbers (including those that are similar to your own
number). If you answer a “neighbor spoofing” or other robocall, hang up immediately.

e If you answer and the caller - or the recording - asks you to hit a number to opt out,
just hang up. By pressing “2" or whatever, the caller knows they have a valid number.
Don’t answer “Yes/No,” or respond to questions.

Never give a caller your account number, SSN, or other personal information. If you get
an inquiry from someone who says they represent a company or a government agency,
hang up. Call back using the phone number on your account statement, in the phone
book, or on the company’s or government agency’s website.

e Use extreme caution if you're pressured for immediate information. Never make a
payment to a caller. Legitimate businesses and agencies will never demand you wire
payment or use gift cards or prepaid cards for payments.

And lastly, if you haven’t already, subscribe to our local news, and follow us on your favorite

social media - just look for the links on bbb.org/greater-maryland. If you'd like to request a
seminar for your group, please call my office at 410-347-3990.

Sincerely,

BBB of Greater Maryland
502 S. Sharp St. Suite 1200
ike DiGiacomo Baltimore, MD 21201
President & CEO info@greatermd.bbb.org




